International Journal of Advanced Multidisciplinary Research and Educational Development

Volume 2, Issue 1 | January — February 2026 | www.ijamred.com

ISSN: 3107-6513

Tourist Safety App Using Blockchain and Geo
Fencing

A Secure Location-Based Emergency Assistance System for Tourists

Keertan Vijayakumar

Student Information Science and Engineering, CMR Institute of Technology, Bengaluru, India.
keertanvijaykumar.off @ gmail.com

Abstract:

This paper presents a Tourist Safety App using blockchain and geo fencing to improve the safety and security of
tourists. The system monitors user location in real time and generates alerts when a tourist enters unsafe or restricted
areas. Blockchain technology is used to securely store user and emergency data, ensuring data integrity and reliability.
The proposed system provides a secure and efficient solution for real time tourist monitoring and emergency

assistance.
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I. INTRODUCTION

Tourism applications play an important role in
assisting travellers by providing navigation, booking
services, digital payments, and access to local
information. However, most existing systems rely
on centralized data storage, which makes them
vulnerable to security breaches, data manipulation,
and system failures. Tourists also face challenges in
securely managing important documents and
receiving timely emergency assistance in unfamiliar
environments. This paper proposes a Tourist Safety
App using Blockchain and Geo-fencing to enhance
tourist security and data reliability. Blockchain
technology ensures secure, decentralized, and
tamper-proof storage of user data and transactions,
while geo-fencing enables real-time location
monitoring and emergency alert generation. The
proposed system integrates tourist assistance, secure
document storage, payment services, and SOS

functionality into a single platform, thereby
improving safety, trust, and overall travel
experience.

II. EASE OF USE

A. User Interface Design

The proposed Tourist Safety App is designed with a
simple and intuitive user interface to ensure ease of
use for tourists of different age groups and technical
backgrounds. The application provides clearly
labeled modules for tourist assistance, document
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storage, wallet services, and emergency SOS
functionality. Minimal navigation steps and icon-
based menus allow users to access critical features
quickly, especially during emergency situations.

B. System Accessibility and Reliability

The system maintains consistent performance across
different devices and network conditions. Core
functionalities such as document access, tourist
information retrieval, and SOS alerts are optimized
to work efficiently even in low-connectivity
environments. The integrated design eliminates the
need for multiple applications, thereby improving
usability and reducing user dependency on external
platforms.

III. SYSTEM OVERVIEW AND DESIGN
CONSIDERATIONS

The proposed Tourist Safety App using Blockchain
and Geo-fencing is designed as a secure, modular,
and user-centric system that integrates multiple
tourism services into a single platform. The system
architecture follows a layered design consisting of a
frontend interface, backend service layer, and a
decentralized blockchain network. This design
ensures  secure  data  handling, real-time
responsiveness, and reliable emergency support
while maintaining ease of use for tourists in
unfamiliar environments. Each functional module is
developed independently and integrated to form a
unified and scalable system.
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A. Abbreviations and Acronyms

All abbreviations and acronyms used in the system
are clearly defined at their first occurrence to avoid
ambiguity. Commonly used terms such as GPS
(Global Positioning System), SOS (Save Our Souls),
API (Application Programming Interface), and UI
(User Interface) are consistently applied throughout
the system and documentation. Standard technical
abbreviations that are widely accepted in
engineering literature are used without redefining
them repeatedly, ensuring clarity and readability.

B. Data Representation and Units

¢ The system represents location and navigation

data using standardized geographic coordinate
formats obtained through GPS services. These
coordinates are used for real-time tracking,
geo-fencing boundary detection, and location-
based tourist assistance features.

Time-related data, including transaction
timestamps, document verification times, and
SOS alert logs, is recorded using standardized
time formats to ensure consistency across
backend services and blockchain records.

Financial and payment-related data is handled
using structured digital formats compatible
with blockchain-based wallets and smart
contracts. Transaction values, hashes, and
confirmation  statuses  are  uniformly
represented to ensure transparency and
traceability.

Document-related data is managed through a
hybrid storage approach, where cryptographic
hash values are stored on the blockchain for
verification, while the actual files are securely
stored off-chain. This method ensures data
integrity  without increasing  blockchain
storage overhead.

System performance metrics such as response
time, verification latency, and alert
propagation time are measured using standard
units to support reliable evaluation and
comparison of system efficiency.

C. Computational Logic

Mathematical and logical computations play an
important role in system operations. Geo-fencing
functionality is implemented using coordinate-based
calculations to determine whether a user’s current
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GPS location lies within predefined safe or restricted
zones. These computations enable real-time
monitoring and accurate detection of location-based
conditions required for safety alerts.

Blockchain-related operations involve
cryptographic computations such as hash generation,
digital signature verification, and transaction
validation. These processes ensure data integrity,
authentication, and tamper resistance for documents,
payments, and emergency SOS records stored on the
blockchain. System performance evaluation,
including response time, transaction confirmation
delay, and alert propagation time, is measured using
standard computational metrics. All mathematical
logic is implemented within the backend services
and smart contract layers, ensuring consistent and
reliable system behavior without the need for
explicit mathematical equation representation in the
documentation.

D. Design Constraints and Implementation
Considerations

e The design and implementation of the
proposed Tourist Safety App are influenced by
several practical constraints and system-level
considerations. Since blockchain operations
involve  computational  overhead  and
transaction latency, only critical data such as
document hashes, transaction records, and
emergency SOS logs are stored on-chain,
while large files and non-sensitive information

are maintained off-chain to optimize
performance and reduce cost. This hybrid
approach ensures security without

compromising system responsiveness.

Network availability is another important
consideration, as tourists may operate in areas
with limited or unstable internet connectivity.
To address this, the system incorporates
caching mechanisms and supports partial
offline access for previously retrieved tourist

information and documents. Blockchain
transactions and emergency alerts are
prioritized to ensure reliability during critical
situations.

Security and privacy requirements also impose
design constraints. All sensitive user data is
encrypted before processing, and blockchain-
based authentication mechanisms are used to
prevent unauthorized access. The system is
designed to minimize data exposure while
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ensuring that emergency responders receive
verified and trustworthy information when
required. These considerations ensure that the
system remains secure, scalable, and suitable
for real-world tourism environments.

IV. SYTEM IMPLEMENTATION

This section describes the implementation details
of the proposed Tourist Safety App using
Blockchain and Geo-fencing. The system is
implemented using a combination of modern
frontend technologies, backend services, and
blockchain components to ensure security,
scalability, and real-time responsiveness. A modular
implementation approach is adopted so that each
functional unit operates independently while
remaining fully integrated within the overall system
architecture.

A. Frontend Implementation

The The frontend of the system is designed to
provide a simple, responsive, and user-friendly
interface suitable for tourists of varying technical
proficiency. The application interface includes
clearly defined modules for tourist assistance, secure
document storage, wallet and payment services, and
emergency SOS functionality. Location-based
features are integrated using map services to display
nearby attractions, routes, and the user’s real-time
position.

The interface minimizes user interaction steps,
allowing critical actions such as SOS activation and
location sharing to be performed with minimal
effort. Icon-based navigation and consistent visual
design improve accessibility, especially during
emergency situations. The frontend communicates
with backend services through secure APIs to
retrieve and update data in real time.

B. Backend and Blockchain Integration

The backend layer manages core system logic,
user authentication, request validation, and
interaction with the blockchain network. It acts as an
intermediary between the frontend interface and
decentralized blockchain services. Secure APIs are
used to process document uploads, payment
requests, and SOS triggers.

Blockchain integration is achieved through smart
contracts that store cryptographic hashes of
documents, transaction records, and emergency alert
logs. This ensures immutability, transparency, and
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tamper resistance. To optimize performance and
reduce blockchain overhead, large files and non-
critical information are stored off-chain, while only
essential verification data is maintained on-chain.
This hybrid storage strategy balances security and
efficiency.

C. Geo-fencing and Emergency SOS Module

1) P The geo-fencing module continuously
monitors the user’s real-time location using GPS
services. Predefined geographic boundaries are
configured to identify unsafe or restricted zones.
When a user enters such an area, the system detects
the condition and prepares safety alerts.

2) In emergency scenarios, users can manually
activate the SOS feature. Upon activation, the
system captures the current location, verifies the
user’s identity using blockchain records, and sends
alerts to predefined emergency contacts and
authorities. Each SOS event is securely logged,
ensuring authenticity and traceability of emergency
data.

D. Security Mechanisms and Data Protection

The system incorporates multiple security
mechanisms to protect sensitive tourist data and
prevent unauthorized access. All user credentials
and personal information are encrypted before
storage and transmission.  Blockchain-based
authentication ensures that critical records such as
document hashes, transaction logs, and SOS alerts
remain tamper-proof and verifiable. Access to
sensitive data is restricted through role-based
authorization, ensuring that only authenticated users
and authorized authorities can retrieve emergency
information. These mechanisms collectively
enhance trust, data integrity, and privacy within the
system.

E. Performance Optimization and System
Reliability

To ensure smooth operation under real-world
conditions, the system is optimized for performance
and reliability. A hybrid storage strategy is adopted
to minimize blockchain latency by storing only
essential verification data on-chain while managing
large files off-chain. Asynchronous request
handling and API caching reduce response time for
frequently accessed services such as tourist
information and document retrieval. The system
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also supports limited offline functionality by
caching previously accessed data, enabling
continued usability in low-connectivity areas. These
optimizations ensure consistent system performance
and dependable emergency response.

F. Security Mechanisms and Data Protection

The system is designed to support scalability and
future expansion without major architectural
changes. The modular implementation allows
additional services such as multilingual support, Al-
based risk prediction, and integration with
government or tourism authority databases to be
added easily. Backend services can be deployed in a
scalable cloud environment to handle increasing
user traffic, while the blockchain layer ensures
consistent data integrity regardless of system scale.
This design enables the application to support large
numbers of tourists across different geographic
regions while maintaining performance, security,
and reliability.
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