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ABSTRACT 

 
The rapid expansion of internet usage has significantly 
increased the number of malicious websites and phishing 
attacks that target unsuspecting users. Traditional security 
mechanisms such as blacklist-based URL filtering are often 
ineffective against newly generated malicious links. This paper 
proposes an Artificial Intelligence (AI)-based URL Threat 
Detector designed to identify and classify potentially harmful 
URLs in real time. The system analyzes multiple URL-based 
features including lexical characteristics, domain information, 
and structural patterns to determine whether a link is safe or 
malicious. Machine learning algorithms are used to train the 
detection model using previously labeled datasets of benign and 
malicious URLs. The proposed system is implemented as a web 
application that allows users to submit URLs for instant threat 
analysis. The model predicts the threat level and provides users 
with immediate security feedback. Experimental results 
demonstrate that the AI-based approach improves detection 
accuracy, reduces response time, and provides better protection 
compared to traditional blacklist-based detection systems. The 
proposed solution contributes to improved cybersecurity by 
enabling automated, scalable, and intelligent detection of 
malicious web links. 
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I. INTRODUCTION 
 

With the rapid growth of the internet, users rely heavily on 
online platforms for communication, banking, shopping, and 
information access. However, this increased dependency has 
also led to a rise in cyber threats such as phishing, malware 
distribution, and fraudulent websites. Malicious URLs are 
commonly used by attackers to redirect users to harmful web 
pages that steal sensitive data. Traditional detection systems 
primarily rely on blacklists or signature-based methods, which 
often fail to detect newly generated threats. To address this 
limitation, Artificial Intelligence (AI) and Machine Learning 
(ML) techniques are increasingly being used to identify 
malicious patterns in URLs. This study proposes an AI-based 
URL Threat Detector that automatically analyzes and classifies 
URLs based on multiple features. The system aims to provide 
real-time threat detection and improve online security for users. 
 

 
 
 

II. LITERATURE REVIEW 
 
Several studies in the areas of cybersecurity, phishing detection, 
machine learning, and web threat analysis provide the 
foundation for the proposed AI-based URL Threat Detector 
system. The following review highlights important research 
contributions related to malicious URL detection and intelligent 
web security solutions. 
Ma et al. (2009) conducted one of the earliest studies on 
detecting malicious websites using machine learning 
techniques. Their research analyzed lexical and host-based 
features of URLs and applied classification algorithms such as 
Logistic Regression and Decision Trees. The results showed 
that machine learning models can effectively identify malicious 
URLs with higher accuracy compared to traditional blacklist-
based approaches [1]. 
Le et al. (2018) developed a phishing detection system that used 
URL lexical features and domain-based characteristics to 
classify suspicious links. Their system used machine learning 
algorithms including Random Forest and Support Vector 
Machines. The study demonstrated that feature-based URL 
analysis can detect phishing attacks in real time and 
significantly improve web security for internet users [2]. 
Sahoo et al. (2019) proposed a machine learning framework for 
malicious URL detection using large datasets of phishing and 
legitimate URLs. The researchers extracted features such as 
URL length, number of special characters, domain age, and 
abnormal patterns. Experimental results showed that ensemble 
learning models achieved high detection accuracy and were 
capable of identifying newly generated malicious URLs [3]. 
Verma and Das (2020) introduced a deep learning approach for 
phishing URL detection using neural networks. Their study 
focused on automatically learning patterns from URL strings 
without manual feature extraction. The deep learning model 
achieved improved performance in detecting sophisticated 
phishing attacks, demonstrating the potential of artificial 
intelligence in cybersecurity applications [4]. 
Aljofey et al. (2021) developed an intelligent phishing detection 
system using Natural Language Processing and machine 
learning techniques. Their research analyzed webpage content 
and URL structure simultaneously to improve detection 
accuracy. The proposed system was able to identify complex 
phishing attacks that traditional rule-based systems failed to 
detect [5]. 
Recent cybersecurity studies emphasize the growing 
importance of automated threat detection systems as 
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cybercriminals continuously generate new malicious URLs to 
bypass security filters.  

 
 

III. METHODOLOGY 

The methodology of the proposed system follows a structured 
pipeline for detecting malicious URLs using Artificial 
Intelligence and machine learning techniques. The system 
analyzes URLs, extracts relevant features, applies trained 
machine learning models, and generates real-time threat 
detection results. The development approach is modular, 
enabling independent testing and enhancement of each system 
component. 

A.System Architecture 

The application follows a client–server architecture where the 
frontend interface communicates with the backend server for 
URL analysis and threat prediction. The frontend is developed 
using HTML5, CSS3, and JavaScript, providing a simple 
interface where users can enter URLs for analysis. The backend 
is developed using Python with the FastAPI framework, which 
handles feature extraction, machine learning prediction, and 
database operations. 

B.URL Input And Validation 
Users submit URLs through a web-based interface. The system 
validates the URL format before processing to ensure that only 

properly structured links are analyzed. Input validation also 
prevents incorrect or malicious input patterns that could affect 
system performance.  

 

Table 1: System Technology Stack 

 C.URL Feature Extraction 

 Feature extraction is an important stage in malicious 
URL detection. The system analyzes several 
characteristics of the URL including: 

 URL length 

 Presence of special characters 

 Number of subdomains 

 Use of suspicious keywords 

 Domain age and structure 

 These features are extracted using Python-based 
parsing techniques and are converted into numerical values 
that can be processed by machine learning models. 

 
 D.Machine Learning Threat Prediction 

The extracted URL features are passed to a trained 
machine learning model that classifies the URL as safe 
or malicious. Algorithms such as Logistic Regression, 
Random Forest, or Decision Tree are used to train the 
model on labeled datasets containing both legitimate 
and malicious URLs. The trained model identifies 
patterns commonly associated with phishing and 
malware links and predicts the threat level accordingly. 

 E.Threat Detection and Result Generation 

 Once the prediction process is completed, the system 
generates a threat analysis result. The model outputs 
whether the URL is legitimate or malicious, along with 
a probability score indicating the confidence level of 
the prediction. The result is then sent to the frontend 
interface and displayed to the user instantly. 

 

 F.Threat Detection and Result Generation 

Once the prediction process is completed, the system 
generates a threat analysis result. The model outputs 
whether the URL is legitimate or malicious, along with 
a probability score indicating the confidence level of 
the prediction. The result is then sent to the frontend 
interface and displayed to the user instantly. 

 

 

Component Technology 
Used 

Purpose 

Frontend HTML5, 
CSS3, 
JavaScript 

User interface for URL 
input and result display 

Backend Python 
(FastAPI 
Framework) 

API handling, feature 
extraction, ML prediction 

Machine 
Learning 

Scikit-learn URL classification and 
threat detection 

Dataset Phishing & 
Legitimate 
URL 
Dataset 

Model training and testing 

Database SQLite Storage of scanned URLs 
and prediction results 

Server / 
Hosting 

Render / 
Cloud 
Platform 

Online deployment and 
accessibility 

Hardware Intel i5, 
8GB RAM, 
512GB SSD 

Development and testing 
environment 
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 G.Threat Detection and Result Generation 

Once the prediction process is completed, the system 
generates a threat analysis result. The model outputs 
whether the URL is legitimate or malicious, along with 
a probability score indicating the confidence level of 
the prediction. The result is then sent to the frontend 
interface and displayed to the user instantly. 

 

  H.Database Design 

All analyzed URLs and their prediction results are 
stored in a SQLite relational database. This allows the 
system to maintain a history of scanned URLs and 
enables administrators to analyze threat patterns over 
time. 

 I.Dashboard and Reporting 

The dashboard module provides real-time visualization 
of threat detection results. It displays statistics such as 
the number of URLs scanned, malicious URLs 
detected, and safe URLs identified. The system also 
generates graphs and charts to analyze threat patterns 
over time. Users and administrators can review scan 
history and monitor system performance through the 
dashboard. 

 
 J.Machine Learning Threat Prediction 

The extracted URL features are passed to a trained 
machine learning model that classifies the URL as safe 
or malicious. Algorithms such as Logistic Regression, 
Random Forest, or Decision Tree are used to train the 
model on labeled datasets containing both legitimate 
and malicious URLs. The trained model identifies 
patterns commonly associated with phishing and 
malware links and predicts the threat level accordingly. 

 

 K.Threat Detection and Result Generation 

Once the prediction process is completed, the system 
generates a threat analysis result. The model outputs 
whether the URL is legitimate or malicious, along with 
a probability score indicating the confidence level of 
the prediction. The result is then sent to the frontend 
interface and displayed to the user instantly. 

 

 

 

 

 

 

 

 L.Database Design 

All analyzed URLs and their prediction results are 
stored in a SQLite relational database. This allows the 
system to maintain a history of scanned URLs and 
enables administrators to analyze threat patterns over 
time. 

 M.Dashboard and Reporting 

The dashboard module provides real-time visualization 
of threat detection results. It displays statistics such as 
the number of URLs scanned, malicious URLs 
detected, and safe URLs identified. The system also 
generates graphs and charts to analyze threat patterns 
over time. Users and administrators can review scan 
history and monitor system performance through the 
dashboard interface. 

Table 2: Database Schema Summary 

  

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Table 
Name 

Primary 
Fields 

Ke
y Type 

Description 

users user_id, 
username, email, 
password 

PK, 
AUTO 

Stores user 
login information 

admins admin_id, 
username, email, 
password 

PK, 
AUTO 

Administrato
r credentials 

urls url_id, 
url_link, 
scan_date 

PK, 
AUTO 

Stores 
scanned URL 
records 

prediction
s 

prediction_id
, url_id, result, 
probability 

PK, 
FK 

Stores 
prediction results 

datasets dataset_id, 
dataset_name 

PK Dataset 
information used 
for model 
training 

scan_log log_id, 
url_link, 
scan_time, status 

PK, 
AUTO 

Logs URL 
scanning 
activities 
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VI. SYSTEM MODULES 
 

The AI-Based URL Threat Detector is organized into four 
primary functional modules, each responsible for performing a 
specific role within the system. These modules work together 
to analyze URLs, detect potential threats, and provide real-time 
security feedback to users. 
 
A. User Module 
 

The User Module provides the main interface through which 
users interact with the system. It includes secure user 
authentication to ensure that only authorized users can access the 
application. Through the web interface, users can submit URLs 
that they want to analyze for potential threats. Once a URL is 
entered, the system processes the request and displays the 
analysis results on the dashboard. The results indicate whether 
the URL is safe or malicious along with a confidence score 
generated by the machine learning model. Users can also view 
their previous scan history and review past threat detection 
results. 
 
B. URL Analysis and Processing Module 
 

The URL Analysis and Processing Module acts as the core 
processing unit of the system. This module receives URLs 
submitted by users and performs feature extraction to analyze 
different characteristics of the URL. Important features such as 
URL length, number of special characters, domain structure, 
and suspicious keywords are identified. These features are 
converted into numerical values that can be processed by 
machine learning algorithms. The extracted feature set is then 
passed to the prediction model for threat classification. 
 
C. Admin Module 

 
The Admin Module provides administrative control over 

the system. Administrators can log in using dedicated 
credentials to monitor system performance and manage datasets 
used for training the machine learning model. This module 
allows administrators to update datasets containing legitimate 
and malicious URLs, retrain the prediction model when 
necessary, and review overall system usage statistics. 
Administrators can also view reports of detected malicious 
URLs and monitor suspicious activities within the system. 
 
D. Database And Reporting Module 

 
The Database and Reporting Module manages all data 

storage and retrieval operations within the system. It stores 
scanned URLs, prediction results, user information, and system 
logs in a structured SQLite database. The module also generates 
reports that summarize the number of URLs scanned, malicious 
URLs detected, and safe URLs identified over a given time 
period. These statistics are presented on the system dashboard 
using graphical visualizations, allowing users and 
administrators to analyze cybersecurity trends and system 
performance effectively. 
 

V.SYSTEM TESTING 
 

Comprehensive testing was conducted across multiple 
levels to evaluate the functionality, accuracy, security, 
and usability of the AI-Based URL Threat Detector. 
Various test cases were performed to ensure that each 
module of the system operates correctly and that the 
complete threat detection pipeline works efficiently. 
Table 3 summarizes the testing procedures and their 
outcomes. 
 

Table 3: Test Cases and Outcomes 

Test Type Module 
Tested 

Test Case / 
Condition 

Outcome 

Unit 
Testing 

User 
Login 

Valid user 
credentials 

entered 

✓ Passed 

Unit 
Testing 

URL Input Valid URL 
submitted for 

scanning 

✓ Passed 

Unit 
Testing 

Feature 
Extraction 

URL features 
successfully 

extracted 

✓ Passed 

Unit 
Testing 

ML 
Prediction 

URL 
classified as 

safe or 
malicious 

✓ Passed 

Integration 
Testing 

Full 
Pipeline 

URL Input → 
Feature 

Extraction → 
ML 

Prediction → 
Database 
Storage 

✓ Passed 

Integration 
Testing 

Dataset 
Update 

New 
malicious 

URL dataset 
added and 

model 
retrained 

✓ Passed 

System 
Testing 

Multiple 
URL 
Scans 

Several URLs 
processed 

sequentially 
without errors 

✓ Passed 

Security 
Testing 

Input 
Validation 

Invalid or 
malformed 

URL rejected 
with error 
message 

✓ Passed 

UAT End-to-
End Flow 

User scanned 
URL and 
received 

threat 
analysis 

successfully 

✓ Passed 
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Unit testing verified that individual components such as 
user authentication, URL input validation, feature 
extraction, and machine learning prediction operated 
correctly when tested independently. Integration testing 
ensured that all modules worked together smoothly from 
URL submission to threat prediction and database storage. 
System testing confirmed that the application could process 
multiple URLs sequentially without performance issues. 
Security testing validated that invalid or malicious input 
formats were rejected appropriately and that access controls 
functioned properly. Finally, user acceptance testing 
demonstrated that the web interface was easy to use and that 
the system provided clear and understandable threat 
analysis results to end users. 

VI. RESULTS AND DISCUSSION 

 
The AI-Based URL Threat Detector system was evaluated 
using a dataset containing both legitimate and malicious URLs. 
Several URLs were tested through the web application to verify 
the effectiveness of the detection model. Table 4 presents the 
URL scanning results obtained during the testing phase, and 
Table 5 compares the proposed system with traditional URL 
detection methods. 
 

Table 4: Invoice Processing Results 
 

 
 
 
 
 
 
 
 
 
All tested URLs were successfully analyzed by the system with 
accurate classification results. The machine learning model 
correctly identified legitimate and malicious URLs based on 
extracted features such as URL length, domain structure, and 
suspicious patterns. The system provided prediction results 
instantly through the web interface, allowing users to identify 
potential threats before visiting harmful websites. The 
dashboard displayed the scan results in real time and 
maintained a history of scanned URLs for future analysis. 
 
 

Table 5: Proposed System vs. Manual / Existing Approach 
 
 

 

demonstrate that the proposed AI-based system 
significantly improves malicious URL detection 
compared to traditional security mechanisms. 
Blacklist-based systems can only detect previously 
known malicious URLs, whereas the proposed 
machine learning approach can identify new threats by 
analyzing URL patterns and structural features. The 
web-based interface enables users to scan URLs easily 
and receive instant feedback regarding potential 
security risks. 

 
 

VII. CONCLUSION 
 
 

The proposed system automates the process of 
identifying malicious URLs, allowing users to quickly 
verify the safety of web links before accessing them. 
Experimental testing demonstrated that the machine 
learning model can effectively classify URLs as 
legitimate or malicious with high accuracy. The web-
based interface provides instant threat analysis and 
maintains a history of scanned URLs for monitoring 
and analysis. 

 
 
 
 
 
 
 
 
 

URL 
ID 

URL Type URL 
Length 

Prediction 
Result 

Confidence 
Score 

Status 

URL_1 Legitimate 32 Safe 0.94 Detected 

URL_2 Phishing 58 Malicious 0.91 Detected 

URL_3 Legitimate 27 Safe 0.96 Detected 

URL_4 Phishing 65 Malicious 0.93 Detected 

Metric Value 

Overall Accuracy 95% 

Total URLs Tested 4 

Successful Predictions 4 

Feature Traditional 
Detection Methods 

Proposed AI-Based 
System 

Detection 
Method 

Blacklist-based 
filtering 

Machine learning 
prediction 

Threat 
Identification 

Limited to known 
URLs 

Detects both known 
and unknown threats 

Analysis 
Speed 

Slow for large 
datasets 

Real-time prediction 

Accuracy Moderate High accuracy with 
ML models 

Scalability Limited updates Easily scalable with 
new datasets 

User Interface Limited 
interaction 

Web-based user-
friendly interface 

Automation Manual updates 
required 

Automated threat 
analysis 
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