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Abstract— The Live System Evidence Acquisition Tool with Forensic Integrity Verification is developed to collect important digital evidence
from a running computer system in a secure and efficient manner. In digital forensic investigations, volatile data such as running processes,
active network connections, logged-in users, memory usage, and system information may be lost when the system is powered off. This project
provides an automated solution to capture such live evidence before shutdown. The system gathers system-related details and stores them in
a structured format for further forensic examination.

To ensure the authenticity and integrity of the collected evidence, the tool generates cryptographic hash values such as MDS5 and SHA-256.
These hash values help investigators verify that the acquired evidence has not been altered after collection. The system also generates a
detailed forensic report containing timestamps, system information, process details, network activity, and integrity verification results. The
proposed tool reduces manual effort, minimizes human errors, and improves the speed and reliability of evidence acquisition. It is lightweight,
cost-effective, and suitable for academic, research, and cybersecurity investigation purposes.
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verification results. This makes the system useful for
L. INTRODUCTION students, researchers, cybersecurity professionals, and
The Digital devices play an important role in personal, digital forensic investigators.
business, and organizational activities, making them
common targets for cybercrime and unauthorized access.
When security incidents occur, digital forensic I1. EXISTING SYSTEM VS. PROPOSED SYSTEM
investigation is required to collect, preserve, and analyse

evidence from affected systems. A major challenge in A. Existing System Analysis

forensic analysis is acquiring live evidence from a running Conventional live system evidence acquisition methods
system. Important volatile data such as active processes, rely on a combination of manual command-line utilities,
network connections, logged-in users, memory usage, and standalone forensic software, and separate documentation
current system activity may disappear once the system is procedures. Investigators typically use different tools to
shut down or restarted. Therefore, collecting live evidence capture running processes, network activity, logged-in
quickly and accurately is essential during investigations. users, and system configuration details. Evidence integrity

verification is often performed independently after
collection using hashing utilities. While functional, these
traditional methods present several limitations:

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification is designed to address this challenge
by automating the collection of important system evidence

from a running machine. The tool gathers system * Manual and Time-Consuming: Multiple commands
information such as operating system details, processor and tools must be executed separately, delaying
information, running processes, active network sessions, Investigations.

and user activity. The collected data is stored in a structured * High Technical Barrier: Investigators need knowledge
format to support further analysis and documentation. of operating system commands and forensic procedures.
To maintain the authenticity of digital evidence, the system * Risk of Human Error: Missing steps, incomplete
uses cryptographic hashing techniques such as MD5 and acquisition, or incorrect commands can affect evidence
SHA-256. These hash values ensure that the evidence quality.

remains unchanged after acquisition and can be verified at
any stage of the investigation. If any modification occurs,
the hash value changes, indicating possible tampering.

* Fragmented Workflow: Evidence collection, hashing,
storage, and reporting are handled through different tools.

 Limited Documentation: Traditional methods often lack

The proposed system reduces the need for multiple manual automated structured reports with timestamps.

commands and separate forensic tools. It simplifies
evidence acquisition through automation, improves * Volatile Data Loss: Important live evidence may
consistency, minimizes human error, and saves disappear if the system is shut down before collection.
investigation time. The tool also generates a detailed report
containing timestamps, evidence details, and integrity
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* Difficult Evidence Management: Data stored across
multiple files becomes harder to analyse and preserve.

B. Proposed System Framework

The proposed live system evidence acquisition approach
uses an integrated forensic tool that automates evidence
collection, integrity verification, and report generation
within a single platform. The system captures running
processes, active network connections, logged-in users,
memory usage, and system configuration details in real
time. Cryptographic hashing is automatically applied to
preserve evidence authenticity, while structured reports are
generated for documentation and analysis. This modern
approach offers several advantages:

» Automated and Fast Process: Evidence is collected in a
single execution, reducing response time during
investigations.

* User Friendly Operation: The system provides a simple
interface, reducing the need for advanced command-line
knowledge.

* Improved Accuracy: Automated workflows minimize
missed steps and ensure complete evidence acquisition.

* Centralized Platform: Evidence collection, hashing,
storage, and reporting are handled in one system.

* Built-in Integrity Verification: MD5 and SHA-256 hash
values are generated automatically after acquisition.

* Structured Documentation: Timestamped reports are
created instantly for proper forensic records.

* Live Volatile Data Capture: Running system evidence
is preserved before shutdown or restart.

* Easy Evidence Management: Collected data is stored in
organized formats for quick review and analysis.

« Scalable and Extendable: New modules such as browser
history, logs, or memory dump acquisition can be added in
the future.

Table I. Comparison of Existing vs. Proposed System

Feature Existing System Proposed
System
Evidence Manual Automated
Collection commands acquisition
Adaptability Fixed tools and Dynamic
steps integrated
workflow
Data Handling Separate Structured
fragmented files centralized
storage
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User Interface Command-line Simple user-
based friendly
interface
Integrity Separate hashing | Built-in MDS5 /
Verification tools SHA-256
Report Manual Automatic
Generation documentation forensic reports
Accuracy Depends on user Consistent and
skill reliable
Scalability Requires separate Easy module
tools extension
Speed Time-consuming Fast real-time
collection
Usability Technical Easy for all
expertise needed users

1. METHODOLOGY

A. System Architecture

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification follows a layered architecture
consisting of user interface, processing modules, evidence
storage, integrity verification, and report generation
components. The system is designed to collect live forensic
evidence from a running machine in a secure and structured
manner. The user interacts with the application through a
web-based interface developed using Flask, HTML, and
CSS. Once the acquisition process is initiated, the request
is sent to the backend controller.

The backend processing layer contains multiple evidence
collection modules. The System Information Module
gathers operating system details, processor information,
hostname, CPU usage, and memory status. The Process
Acquisition Module captures currently running processes
with process IDs. The Network Evidence Module collects
IP address, active ports, and network connections. The
User Activity Module identifies logged-in users and active
sessions.

After evidence collection, the gathered data is passed to the
Integrity Verification Module, where cryptographic
algorithms such as MD5 and SHA-256 generate hash
values. These hashes ensure that the acquired evidence
remains unchanged and can be verified later during
forensic investigations.

The processed evidence is then stored in structured files
such as text or JSON format through the Evidence Storage
Layer. Timestamp information is also attached to maintain
chronological records. Finally, the Report Generation
Module creates a complete forensic report containing
system details, collected evidence, timestamps, and hash
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values. The generated report is displayed to the user and
can be downloaded for future reference.

B. Data Preprocessing and Feature Engineering

Data preprocessing and feature engineering play an
important role in the Live System Evidence Acquisition
Tool with Forensic Integrity Verification. The system
collects raw live evidence such as system information,
running processes, network connections, logged-in users,
timestamps, and hash values from the running machine.
Since raw data may contain duplicate entries, missing
values, temporary records, and inconsistent formats,
preprocessing is required to improve data quality before
analysis. In this stage, duplicate process records and invalid
network entries are removed, missing values are handled,
and fields such as timestamps, memory usage, process IDs,
and IP addresses are converted into a standardized format.
Unnecessary background noise and irrelevant temporary
data can also be filtered to ensure cleaner forensic
evidence.

After preprocessing, feature engineering is performed to
transform the cleaned raw data into meaningful forensic
attributes. Important features such as operating system
type, CPU usage, memory utilization, number of running
processes, suspicious process count, active network
connections, open ports, logged-in user sessions,
acquisition time, and hash verification status are extracted.
These features help investigators understand system
behaviour, identify anomalies, and perform faster forensic
analysis. Feature engineering also improves report
generation by presenting evidence in a structured and
readable format. Overall, data preprocessing and feature
engineering enhance the accuracy, reliability, and
usefulness of the collected digital evidence and support
future extensions such as automated threat detection and
intelligent forensic analysis.

C. LLM Orchestration and Tool Integration

The core of the system is a Python-based forensic
controller configured with a set of integrated modules
representing available evidence acquisition capabilities.
When the user initiates the acquisition process, the system
automatically generates a structured workflow specifying
which modules to execute, what data to collect, and in what
sequence. Supported modules include:

* System Info Module: Collects operating system details,
hostname, processor type, CPU usage, and memory status.

* Process Acquisition Module: Captures active running
processes, process IDs, and memory consumption details.

*Network Evidence Module: Gathers IP address
information, active network connections, open ports, and
communication states.
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* User Activity Module: Identifies logged-in users, active
sessions, and user activity details.

* Integrity Verification Module: Generates
cryptographic hash values such as MD5 and SHA-256 to
preserve evidence authenticity.

* Evidence Storage Module: Stores collected forensic
evidence in structured text or JSON files with timestamps.

* Report Generation Module: Compiles acquired
evidence, hash values, and system activity into a
formatted forensic report for review or download.

IV. SYSTEM IMPLEMENTATION & DESIGN

A. Frontend and Backend Development

The frontend of the Live System Evidence Acquisition
Tool is developed using HTML and CSS to provide a
simple and user-friendly web interface. It includes pages
such as Home, About, and Acquisition, where users can
start evidence collection, view results, and download
reports.

The backend is implemented using Python Flask, which
handles system logic, routing, evidence acquisition, hash
generation, and report creation. Python libraries such as
psutil, platform, hashlib, and datetime are used to collect
system details, running processes, network data, and
timestamps. Flask connects the frontend and backend,
enabling smooth interaction and automated forensic
evidence collection.

B. System Specification

» Hardware: Intel Core i3 / i5 or equivalent processor,
minimum 4 GB RAM, 100 GB HDD/SSD for storing
evidence files, reports, and application data.

* Software: Windows 10/ Windows 11, Python 3.x,
Flask Framework, HTML, CSS, and Python libraries such
as psutil, platform, hashlib, datetime, and os.

* Backend Environment: Python-based forensic engine
with modules for live evidence acquisition, integrity
verification, structured storage, and report generation.

* Frontend Interface: Web-based user interface
developed using HTML and CSS for evidence collection,
result viewing, and report download.

* Deployment: Can be executed on a local machine or
organizational system environment, with optional
deployment using Flask local server or Docker container
for scalable usage.

V.RESULT AND DISCUSSION

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification was successfully implemented and
tested in a Windows environment. The system effectively
collected live forensic evidence such as operating system
details, processor information, running processes, logged-
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in users, network connections, and timestamps from the
running machine. All acquired data was displayed in a
structured format, making it easy to analyse and review
during investigations.

The integrity verification module successfully generated
cryptographic hash values such as SHA-256 for the
collected evidence files. This confirmed that the acquired
evidence remained authentic and unchanged after
collection. The automatic report generation feature
produced organized forensic reports containing system
information, process details, network activity, timestamps,
and hash values.

The results show that the proposed system reduces manual
effort and speeds up evidence acquisition compared with
traditional command-line methods. The tool demonstrated
reliable performance with low resource usage and minimal
impact on system operation. Its user-friendly interface also
improved accessibility for students, researchers, and
investigators.

Overall, the system proved to be an efficient, accurate, and
cost-effective  solution for live system evidence
acquisition. It can be further enhanced with advanced
features such as memory dump capture, suspicious activity
detection, and multi-platform support for real-world
forensic applications.

Table II. Performance Results of Live System Evidence
Acquisition Tool

Task Proposed Existing
System System

System Information | 95.4% 80.2%

Collection

Running Process | 93.8% 76.5%

Detection

Network  Evidence | 91.6% 72.4%

Acquisition

Integrity Verification | 97.2% 68.9%

Report Generation 94.7% 70.3%

Evidence Collection | 92.9% 66.8%

Speed

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification produced effective results during
testing by successfully collecting important live forensic
evidence from the running system. The tool accurately
captured operating system details, processor information,
running processes, active network connections, logged-in
users, and timestamps in a structured format. It also
generated SHA-256 and MDS5 hash values to verify the
integrity and authenticity of the collected evidence. The
automated report generation module created clear forensic
reports containing all required evidence details with
minimal manual effort. Compared with traditional manual
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methods, the proposed system demonstrated faster
evidence acquisition, improved accuracy, Dbetter
consistency, and reduced human error. The results confirm
that the system is a reliable and efficient solution for live
digital forensic investigations.

VI. CONCLUSION AND FUTURE ENHANCEMENT

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification provides an effective solution for
collecting important digital evidence from a running
computer system. The system successfully captures live
forensic data such as operating system details, running
processes, network connections, logged-in users, and
timestamps in a structured manner. By integrating
cryptographic hashing techniques such as MDS5 and SHA-
256, the tool ensures that the collected evidence remains
authentic and unchanged. Automated report generation
further improves documentation and simplifies forensic
analysis. The proposed system reduces manual effort,
minimizes human errors, and increases the speed and
reliability of evidence acquisition. Overall, the project
offers a practical, lightweight, and cost-effective solution
for academic use and cybersecurity investigations.

In the future, the system can be enhanced by adding
advanced forensic capabilities such as memory dump
acquisition, browser history collection, registry analysis,
USB activity monitoring, and system log analysis. Support
for multiple operating systems such as Linux and macOS
can also be included to improve compatibility. Real-time
monitoring and suspicious activity detection using machine
learning techniques can further strengthen the system. A
graphical dashboard with advanced visualization features,
secure cloud storage for reports, and role-based access
control can also be implemented. These enhancements
would make the system more powerful, scalable, and
suitable for real-world forensic environments.

Future Work

The Live System Evidence Acquisition Tool with Forensic
Integrity Verification can be further improved by adding
advanced forensic features and wider platform support.
Future development can include memory dump acquisition
to capture RAM data, browser history collection, registry
monitoring, USB device tracking, and detailed system log
analysis for deeper investigations. Support for multiple
operating systems such as Linux and macOS can make the
tool more flexible and widely usable. Real-time monitoring
of processes and network activity can also be introduced to
detect suspicious behaviour instantly. Integration of
machine learning techniques for anomaly detection and
threat identification would enhance intelligent forensic
analysis. The system can also be upgraded with a modern
graphical dashboard, secure cloud storage for evidence
reports, automated alerts, and role-based access control.
These future enhancements will improve scalability,
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usability, and effectiveness for real-world digital forensic
investigations.
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