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Abstract:

As information systems (IS) transition from deterministic rule-based engines to probabilistic machine learning architectures,
the risk of systematic bias and disparate impact increases significantly. While advanced predictive models optimize decision-
making across high-stakes domains—such as credit scoring, criminal justice, human resources, and biometric authentication,
they frequently perpetuate historical inequities via proxy variables even when explicit sensitive attributes are omitted. This
paper presents a detailed investigation into the theoretical foundations, mathematical formalisms, and systemic pipelines of
"Fair AL." We propose an integrated sociotechnical framework spanning human perception, technological intervention, and
organizational governance, fully incorporating recent advances in intelligent automation and secure architecture.
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L. INTRODUCTION

Information systems (IS) are undergoing a fundamental
architectural shift. Traditional decision support systems relied
predominantly on rule-based, deterministic algorithms that
transparently evaluated against explicit logic.
However, recent breakthroughs in artificial intelligence
(AD)—particularly  deep
integrations [1], and probabilistic modeling—have largely

inputs

learning,  low-code/no-code
replaced these deterministic rules with statistical inferences
learned from historical data [2].

While probabilistic algorithms excel at uncovering
complex patterns to predict outcomes under uncertainty, they
are inherently vulnerable to human biases embedded within
training datasets. Consequently, these models often produce
unfairness, individuals or entire

systemic treating

demographic subgroups disparately [3]. Furthermore,
specialized architectures like face recognition systems [4],
automated toll collectors [5], and peer-to-peer energy trading
simulators [6] exhibit unique vulnerability profiles that
require stringent fairness and security guarantees [7], [8].
Behavioral bot detection based on mouse-pointing kinematics
[9] raises similar questions, because users whose movement

patterns differ from the training population may be

misclassified. The security side of such guarantees draws on
identity and access management for Al bots [10], trust
management in vehicular sensor networks [11], honeypot-
based threat intelligence [12], and privacy-preserving

federated intrusion detection [13].

The reliability of fairness-aware decision-making also
depends on the underlying real-time processing architecture:
scheduling policies, inference latency, and security
constraints materially affect how fairness criteria can be
enforced once a model is deployed [14], [15]. Real-time
operating-system concepts [16] determine whether fairness
checks can run within decision deadlines, and kernel-level
protection of code and data [17] prevents deployed fairness

controls from being tampered with.

II. BACKGROUND AND THEORETICAL
FOUNDATIONS

Fairness, defined as the impartial and just treatment of
individuals, has been debated in philosophy and political
theory for centuries [18]. In modern democratic societies,
fairness centers on equality of opportunity, ensuring that
individuals advance based on merit rather than arbitrary
characteristics or protected traits [19].
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III. SOURCES OF UNFAIRNESS ALONG THE Al
PIPELINE

Biases in Al pipelines do not originate from a single
source; they emerge systematically across data generation,
algorithm modeling, and post-deployment stages [20]. Table
I summarizes these stages along with their mechanisms and
real-world examples. Population drift is also a known issue

for

location-prediction models

deployed outside

the

environment they were trained in, such as pedestrian

trajectory predictors [21] and deep-learning trajectory

planners based on predicted future locations [22].

TABLE 1. SOURCES OF UNFAIRNESS ALONG THE AI PIPELINE

Pipeline Stage

Source of Bias

Manifestation /
Mechanism

Example
Domain

Data Generation

Selection &
Annotation Bias

Training data
fails to represent
target populations
or reflects human
prejudices.

Historical hiring
and facial
recognition
datasets [4].

Non-sensitive

ZIP code

superset of the others [3], [7], [8], [23], [24]; Table II
summarizes their definitions.

Demographic (statistical) parity requires the positive-
decision rate to be equal across groups regardless of the true
outcome and underlies the legal "four-fifths rule" reflected in
the disparate-impact ratio [3]. Equalized odds [7] tighten this
by requiring equal true- and false-positive rates across groups
conditional on the true outcome, while equal opportunity
relaxes it to the true-positive rate alone. Predictive parity
(calibration) instead requires that, among individuals who
receive the same decision, the true outcome rate is equal
across groups [24]. Individual fairness [23] departs from all
group-level criteria, instead requiring that similar individuals
receive similarly distributed decisions under a task-specific
similarity metric. When individuals are represented as
relational or network data, computing such a similarity metric
can require graph-matching procedures of the kind studied for
graph isomorphism [25].

TABLE II. FORMAL FAIRNESS DEFINITIONS USED IN THIS
FRAMEWORK

Criterion

Formal condition

Source

Proxy & £ functioning as
. eatures correlate . .
Model Design Confounder stronely with racial proxy in
Variables o te%tz d classes recidivism and
p * | toll systems [S].
T}' aming Cross-domain
distribution X
differs deployment in
Deployment Population Drift . smart grid and
significantly from .
energy trading

operational

. simulators [6].
environment data. 16

IV. PROPOSED MODEL: A SOCIOTECHNICAL
FRAMEWORK FOR FAIR Al

Building on the pipeline-stage taxonomy introduced in
Section III, this section formalizes the Fair Al framework
promised in the Abstract. We first define the dominant
mathematical fairness criteria used throughout the literature
(Section IV-A), then summarize the impossibility results that
constrain which criteria can be jointly satisfied (Section IV-
B), and finally assemble these technical elements into the
three-pillar sociotechnical model — human perception,
technological intervention, and organizational governance —
that structures our recommendations (Section IV-C).

A. Formal Fairness Definitions

Let Y denote a model's binary decision, Y the true
outcome, and A a protected attribute partitioning the
population into groups (e.g., a and b). Literature converges on
a small number of formal criteria, none of which is a strict

P(Y=1| A=a) = P(Y=1 |

Demographic parity A=b)

Disparate impact ratio P(Y=1|A=minority) /

(4/5 rule) P(Y=1|A=majority) > 0.8 3]
P(Y=1[Y=y,A=a) =
Equalized odds P(Y=1|Y=y,A=b), [7]
y€{0,1}
. P(Y=1|Y=1,A=a) =
Equal opportunity PEY=1}Y=1 A=b)) [7], 8]
Predictive parity / P(Y=1[Y=1,A=a) = [24]
calibration P(Y=1|Y=1,A=b)

Individual fairness d(f(x), f(x")) <L-d(x, x’) [23]

B. Impossibility and Trade-offs Among Fairness Criteria

A foundational result of the fairness literature is that
these criteria are, in general, mutually incompatible: except in
the degenerate cases of equal base rates across groups or a
perfectly accurate classifier, calibration (predictive parity)
cannot be jointly satisfied with balance for the positive and
negative class (equalized odds) [8], [24]. Table III (Fig. 3)
summarizes the pairwise compatibility of the four group-level
criteria from Table II under this result. Practically, this means
a framework for Fair Al cannot promise to satisfy "fairness"
unconditionally; it must instead make an explicit,
governance-level choice of which criterion the application
domain requires [26].
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TABLE II1. PAIRWISE COMPATIBILITY OF FAIRNESS

TABLE IV. TAXONOMY OF BIAS-MITIGATION TECHNIQUES

CRITERIA (AFTER [8], [24]) BY PIPELINE STAGE
Criterion pair Jointly satisfiable? Stage Technique Representative Source
category approach
Demographic parity <> Equalized odds Incompatible (except equal base rates)
Re-weight
Demographlc parity <> Predictive Conditional Pre—processmzc?r Reweighing training instances 28]
parity (Data Generation) to equalize group
base rates
. . Conditional (equal opportunity is a
Equalized odds <« Equal opportunity relaxation) Transform
Pre-processing Disparate-impact features to
. - . Incompatible (except equal base rates / 2 remove [7]
Equalized odds <> Predictive parity perfect accuracy) (Data Generation) | removal correlation with
protected attribute
Equal opportunity <> Predictive parity Conditional
Learn a fair
Pre-processing Representation intermediate 23]
(Data Generation) | learning representation of
. . . the data
C. Three-Pillar Sociotechnical Framework
. . . Add a fairness
The technical criteria in Sections IV-A-B are necessary In-processing Fairness penalty/constraint | .
. . . . . (Model Design) constraints to the training
but not sufficient: they only bind if embedded within an objective
organizational process, and they are only trusted if the -
Train against an
humans affected by them perceive the process as legitimate In-processing Adversarial adversary 7]
. . (Model Design) debiasing predicting the
[27]. We therefore organize the proposed framework (Fig. 1) protected attribute
around three pillars. Remove the
In-processing causal effect of
E k Causal modeling protected [33]
(Model Design) attributes on the
e dECISlon
Perception Intervention Governance
Adjust group-
e ——— Postprocessing | Equalized-odds | specific decision | .
ia"pn:rstseps g:f[hmfer mitigation [73/ 109]?111 compnancs 117, 018) (Deployment) post-processing thresholds after
training
| Fair-by-design decision support outcome ‘
Defer or re-route
Fig. 1. Three-Pillar Sociotechnical Framework for Fair Al . Reject-option / uncertain
Post-processing R . S
Depl semi-supervised decisions near the | [34]
Fig. 1. Three-pillar sociotechnical framework for Fair AL (Deployment) classification decision
boundary
Human Perception concerns stakeholder trust and
perceived procedural fairness — whether affected individuals
believe the decision process, not merely its outcome, is govemance feedback / monitoring 1oop
legitimate [27]. Technological Intervention operationalizes e T N
the criteria from Table II across the pipeline stages of Table I D. m—
Generation Deslgn Beployment

via pre-processing (correcting the training data itself), in-
processing (constraining the learning objective), and post-
processing (adjusting decision thresholds after training) [7],
[23], [28]. Pre-processing that simplifies or compresses data
can discard detail unevenly, as in quadric-error-metric
simplification of 3D models [29], so its effect on each group
should be checked. Table IV catalogues representative
techniques at each stage; Fig. 6 (Section V) summarizes the
resulting distribution. Organizational Governance closes the
loop with algorithmic impact assessments, ethics review,
documentation, and regulatory compliance monitoring [30],
[31], [26], [32] the feedback loop shown in Fig. 2 back onto
the data-generation stage.

Selection &
annotation bias

confcunder var Aab\es

Population
drift

Fig. 2. Bias Injection Points Across the Al Pipeline (cf. Table I)

Fig. 2. Bias injection points across the Al pipeline (cf. Table I).

V. RESULTS AND ILLUSTRATIVE ANALYSIS

This paper's contribution is a conceptual sociotechnical
framework rather than a new predictive model trained on
proprietary data; accordingly, this section does not report a
new experiment. Instead, it consolidates (i) the analytical
implications of applying the formal definitions of Section IV
to the pipeline taxonomy of Section III, and (ii) published
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empirical evidence, drawn from the literature already
surveyed above, that motivates the framework. All figures in
this section are attributed to their original source; none are
new measurements produced by this review.

Table IIl's compatibility analysis is visualized as a
heatmap in Fig. 3: demographic parity and equalized odds
occupy opposite corners of the matrix, formalizing why a
system cannot be declared "fair" without first naming which
criterion is in view.

Fig. 3. Compatibility of Fairness Criteria
(after Kleinberg et al. [8]; Chouldechova [12])
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Fig. 3. Compatibility of fairness criteria (after Kleinberg et al. [8];
Chouldechova [24]).

Table V reports the disparate error rates most frequently
cited as the motivating empirical case for the
calibration/equalized-odds impossibility result: the COMPAS
recidivism-risk tool. As originally reported by Angwin et al.
[35] and formally analyzed by Chouldechova [24], the tool's
errors were not merely noisy but systematically asymmetric
by race (Fig. 4) the same underlying data used throughout the
fairness literature to motivate the criteria in Table II.

TABLE V. ILLUSTRATIVE DISPARATE ERROR RATES,
COMPAS RECIDIVISM TOOL (APPROXIMATE, AS REPORTED
IN [35]; ANALYZED IN [24])

Defendant group False positive rate False negative rate
Black defendants =~ 44.9% ~28.0%
‘White defendants ~23.5% ~47.7%

Fig. 4. Disparate Error Rates, COMPAS Tool
(approx., as reported in [3]; analyzed in [12])
B False positive rate I False negative rate

50 47.7
44.9

Rate (%)

Black defendants White defendants

Fig. 4. Disparate error rates, COMPAS tool (approx., as reported in [35];
analyzed in [24]).

The practical corollary of Sections IV-A-B is the well-
known "price of fairness": imposing a fairness constraint on a
model's decision boundary generally moves the model away
from the unconstrained accuracy-maximizing solution [26].
Fig. 5 sketches this trade-off conceptually — it is an
illustrative schematic to aid the governance discussion in
Section IV-C, not measured data from a specific model or
dataset.

Fig. 5. Conceptual Fairness-Accuracy Trade-off
(illustrative schematic, not measured data; cf. [17])

910
% unconstrained
2 0.8 model
=
2 0.6
e
S
% 0.4 fairness-
o constrained
> model
© 0.2
=
g
2 0.0
0.0 0.2 0.4 0.6 0.8 1.0

Fairness constraint strength (illustrative)

Fig. 5. Conceptual fairness—accuracy trade-off (illustrative schematic, not
measured data; cf. [26]).

Table IV's
quantitatively in Fig. 6: the techniques catalogued in this

Finally, taxonomy is summarized
review are concentrated in the pre- and in-processing stages,
with fewer post-processing options — consistent with the
broader literature's emphasis on correcting bias before a
model is finalized rather than patching it after deployment [7],

[28].
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Fig. 6. Mitigation Techniques Catalogued by Stage

3.5
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Pre-processing
(Data Generation)

In-processing
(Model Design)

Post-processing
(Deployment)

Fig. 6. Mitigation techniques catalogued by pipeline stage (from Table IV).

VI. CONCLUSION

As artificial intelligence systems become pervasive
within enterprise architectures, achieving fair Al is
paramount. Unmitigated algorithmic bias exposes institutions
to severe legal, financial, and reputational liabilities. By
embracing formal mathematical metrics, causal modeling,
and holistic governance structures, information systems
researchers and practitioners can design algorithmic decision

support systems that are fair by design.
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